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 1    Introduction

Zq[x]/(Φm(x))
m = 2k,k ⩾ 1 n = φ(m) = m/2 φ(·)
Φm(x) = xn+1

m = 2k3l,k, l ⩾ 1 n = φ(m) = m/3
Φm(x) = xn− xn/2+1

Lattice-based  cryptography  is  one  of  the  most  promising
routine  of  post-quantum  cryptography  (PQC).  The
fundamental  and  time-consuming  operation  in  lattice-based
schemes  is  the  polynomial  multiplication  in  cyclotomic  ring

.  Most  schemes  utilize  power-of-two
cyclotomic rings, where  ,  ,    is
the  Euler  function  and  ,  and  trinomial
cyclotomic rings,  where  ,   and

.
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q
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Zq[x]/(Φ322k (x))

Number  theoretic  transform (NTT) is  a  special  case  of  fast
Fourier  transforms  (FFT)  over  a  finite  field  [1,2].  FFT/NTT
are  the  most  efficient  methods  for  computing  polynomial
multiplication  of  high  degree,  due  to  their  quasilinear
complexity  .  In  recent  years,  some  literatures  have
explored  methods  for  weakening  parameter  restrictions  and
further  improving  the  overall  performance  of  the
aforementioned  NTT  algorithms.  As  for  power-of-two
cyclotomics,  Zhu  et  al.  [3]  proposed  the  Karatsuba-NTT  (K-
NTT),  which  relaxes  the  restrictions  on  the  modulus    from

  to  .  Liang  et  al.  [4]  presented
further  optimization  to    and  proposed
Hybrid-NTT  (H-NTT).  Additionally,  they  extended  these
techniques to trinomial cyclotomic rings  , and
proposed another NTT variant named G3-NTT. We found that
K-NTT,  H-NTT,  and  G3-NTT  can  be  considered  as  special
cases  of  a  more  general  algorithm that  encompasses  all  such
“splitting-ring-based” NTT algorithms.
Our contributions in this paper are listed as follows.
(1) We propose the first Generalized Splitting-Ring Number

Theoretic  Transform,  referred  to  as  GSR-NTT,  and
demonstrate  that  K-NTT,  H-NTT,  and  G3-NTT  can  be
regarded  as  special  cases  of  GSR-NTT  under  different
parameterizations.
(2)  We  introduce  a  succinct  methodology  for  complexity

analysis, based on which our GSR-NTT can derive its optimal
parameter settings.
(3)  We  apply  our  GSR-NTT  to  accelerate  polynomial

multiplications  in  the  lattice-based  scheme  NTTRU  [5]  and
power-of-three cyclotomic rings.

 2    Concrete construction
 2.1    Splitting-ring isomorphism

m =
∏k

i=1 pei
i m {pi}ki=0

ei ⩾ 1 i z =
∏k

i=1 p
e′i
i

1 ⩽ e′i ⩽ ei i
Ψ

Let   be the unique factorization of   where 
are  some prime  numbers  and    for  all  .  Let 
where    for  all  .  We  describe  our  splitting-ring
isomorphism   as follows, whose basic idea is similar to parts
of Nussbaumer’s trick [6], but our splitting-ring isomorphism
is  more  general  and  can  be  applied  to  more  types  of
underlying polynomial rings.
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where  .  Note that  -point

(incomplete)  NTT  (whose  forward/inverse  transform  are
denoted  by  )  can  be  utilized  as

,  where  ,

,  ;  ;   is the primitive  -th root of unity in
;    is  the  power  of    for  the  th  term  (   starting  from

zero).

 2.2    GSR-NTT descriptions
h = f ·g ∈ Zq[x]/(Φm(x))Our  GSR-NTT  to  compute    is

described in Algorithms 1−3 as follows.

ŷ :=NTT (y)

Algorithm  1  demonstrates  the  forward  transform  of  GSR-
NTT.  Algorithm  2  presents  the  point-wise  multiplication  of
GSR-NTT with  the  aid  of  one-iteration  Karatsuba  algorithm.
Note  that    is  precomputed  and  stored.  Finally,
the inverse transform of GSR-NTT is shown in Algorithm 3.

 2.3    Succinct methodology for complexity analysis

lF lM lI

We  present  a  concise  methodology  for  analyzing  the
complexity of GSR-NTT. We consider the general number of
forward  transforms,  point-wise  multiplications,  and  inverse
transforms  in  GSR-NTT,  and  denote  them  by  ,  ,  and  ,
respectively.  For  the  multiplication  costs,  we  define  the
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corresponding  costs  of  underlying    and    as

  and    respectively.  Therefore,  the
concrete  multiplication  complexity  of  GSR-NTT  can  be
expressed as follows:
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 2.4    Instantiations
α ∈ {0,1, . . . , logn−1}
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K-NTT  [3]  with  ,  is  a  special  case  of
GSR-NTT,  by  setting    of  GSR-NTT  to  be

  where    is  a  power  of  two  and  .
Then,  ,  and  -
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point  full  NTT  is  described  as: 
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α ∈ {0,1, . . . , logn−1},β ∈ {0,1, . . . , log n
2α }

(m,q,z,d) (2n,q, 2n
2α ,2

β) q ≡
1 mod 2n

2α+β
n

2α

Zq[y]/(y
n

2α +1) �

n
2α+β

−1∏
k=0
Zq[y]/(y2β−

ζ
2·brn/2α+β (k)+1) ζ n

2α+β−1

Zq

H-NTT  [4]  with 
can  also  be  instantiated  from  GSR-NTT  as  follows.  Let

  of  GSR-NTT  be    where 
.  Its  splitting-ring isomorphism is  the same as  that

of K-NTT. However, H-NTT applies  -point incomplete NTT

which  is  described  as: 

, where   is the primitive  -th root of unity
in  .

α ∈ {0,1, . . . , log n
3 −1},β ∈ {0,1, . . . ,

log n
3·2α }

(m,q,z,d) (3n,q, n
2α ,2

β)

Zq[x]/(xn− xn/2+1) �
(
Zq[y]/(y

n
3·2α − y

n
3·2α+1 +1)

)
[x]/

(x3·2α − y) n
3·2α

Zq[y]/(y
n

3·2α − y
n

3·2α+1 +1) �

n
3·2α+β

−1∏
k=0

Zq[y]/(y2β − ζτ(k)) ζ

n
2α+β Zq

G3-NTT  [4]  with 
  operates  over  trinomial  cyclotomic  rings,  which  is

derived by setting   of GSR-NTT to be  .

Then, 
,  and  -point  incomplete  NTT  is  applied  as:

, where 

is the primitive  -th root of unity in  .
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Finally,  we  consider  the  application  of  GRT-NTT  over
power-of-three cyclotomic rings  , where  ,

,  ,  .  Let  ,   and
,  where    and 

.  Then  .  Hence,
.

-point  NTT  is  applied  as: 

,  where    is  the  primitive  -th
root of unity in  .

 3    Applications and experiments
 3.1    Application to NTTRU

Z7681[x]/ (x768− x384+1)

We demonstrate how to utilize our GSR-NTT to accelerate the
polynomial multiplication in NTTRU [5], an NTRU-based key
encapsulation  mechanism  (KEM)  over  trinomial  cyclotomic
ring    .  Totally  6  forward  transforms,
4  point-wise  multiplications,  and  1  inverse  transform  are
required for the KEM scheme of NTTRU.

m = 2304 n = m/3 q = 7681
lF = 6 lM = 4 lI = 1 (z,d)

(z = 768,d = 1)
3
2 log n

3 +
14
3 n

3
2 log n

3 +
11
3 n n

Applying the succinct methodology for complexity analysis
of  our  GSR-NTT,  we  set  ,    and  ,

,   and  . Then we search for the optimal 
for  the  least  computational  complexity.  To  ensure  better
compatibility  with  the  base  case  inversion  algorithm  in
NTTRU,  we  final  obtain  .  In  this  case,  the
original  NTT  algorithm  of  NTTRU  requires 
multiplications,  while  our  GSR-NTT  only  requires

  multiplications,  which  is    multiplications  less
than that of NTTRU. As shown in Fig. 1, for the KEM scheme
of  NTTRU,  our  GSR-NTT  achieves  speed-ups  of  24.7%,
37.6%,  and 28.9%  for  the  key generation,  encapsulation,  and
decapsulation  algorithms,  respectively,  leading  to  a  total
speed-up of 29.4%.
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 3.2    Application to single polynomial multiplication

Zq[x]/(Φm(x)) m = 3k

k ⩾ 1 Φm(x) = xn+ xn/2+1 n = 2m/3 q ≡ 1 mod m

Here  we  primarily  consider  polynomial  multiplications  over
power-of-three cyclotomic rings   where  ,

,  ,   and  .

3n log3
n
2 +

7
2 n

(z,d)

3n log3
n
2 +

37
18 n

(m,q,z = m
3 ,d = 3) 13

9 n

The  prior  NTT  algorithm  for  computing  polynomial
multiplications in power-of-three cyclotomic rings is proposed
in [7], which requires a total of   multiplications.
As  for  our  GSR-NTT,  we  search  the  parameters    for
optimal  multiplication  complexity,  and  found  that  the
multiplication  complexity  of  GSR-NTT  achieves  its  optimal
value  of    when  using  the  setting

,  which  has    less  multiplications  than
that of [7].

 4    Conclusions
In this paper, we propose GSR-NTT and demonstrate that K-
NTT,  H-NTT,  and  G3-NTT  are  specific  instances  of  GSR-
NTT.  We  introduce  a  succinct  methodology  for  complexity
analysis,  and  utilize  our  GSR-NTT  to  accelerate  polynomial

multiplications  in  NTTRU  and  power-of-three  cyclotomic
rings.
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